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A. ALLMÄNNA FÖRUTSÄTTNINGAR 

Bostadsrättsföreningen Kaptenen i Riksten (org.nr 769631-7176) som registrerats hos Bolagsverket 2016-

02-17 har till ändamål att främja medlemmarnas ekonomiska intressen genom att i föreningens hus upplåta 

bostäder för permanent boende och lokaler till nyttjande åt medlemmarna utan begräsning i tiden. En 

upplåtelse med bostadsrätt får endast avse hus eller del av hus. En upplåtelse får dock omfatta mark som 

ligger i anslutning till föreningens hus, om marken ska användas som komplement till nyttjandet av huset 

eller del av huset. En upplåtelse leder till att en medlem får en rätt till bostad eller lokal, kallad bostadsrätt. 

Medlem som innehar bostadsrätt kallas bostadsrättsinnehavare.  

I enlighet med vad som stadgas i 5 kap. 3 § bostadsrättslagen (1991:614) har styrelsen upprättat följande 

kostnadskalkyl för Föreningens verksamhet. Beräkning av Föreningens årliga kapital- och driftskostnader 

grundar sig på vid tiden för kalkylens upprättande (augusti 2020) kända förhållanden. 

Föreningen avser att bedriva sin verksamhet såsom ett äkta privatbostadsföretag (en så kallad äkta 

bostadsrättsförening). 

Föreningen har vid tidpunkten för upprättandet av denna kostnadskalkyl ännu inte erhållit bygglov för den 

planerade byggnationen.  

SHH Invest nr 30 AB (org.nr. 559034-3710) har tecknat aktieöverlåtelseavtal med Peab avseende aktierna 
i bolagen Peab Riksten 1 AB ( 559036-7354) och Peab Riksten 2 AB (559036-7461) som är civilrättsliga ägare 
och kommer bli lagfarna ägare till fastigheterna Södra underhållet 9 resp. Startbanan 1. Genom fusioner 
kommer Peab Riksten 1 AB och Peab Riksten 2 AB, och därmed indirekt fastigheterna, överföras till 
Bostadsrättsföreningen via ekonomiska föreningar när försäljningsgraden uppnått ca 60%. 
Bostadsrättsföreningen kommer därmed äga fastigheterna med lagfart efter genomförda fusioner. SHH 
kommer via SHH Invest nr 30 AB att förbinda sig att förvärva samtliga lägenheter som inte tecknats av 
annan köpare. Detta ska ske senast sex månader efter färdigställande och till insatskapital som fastställs i 
den av köparen antagna ekonomiska planen. Ovan beskrivna upplägg där Peab Riksten 1 AB och Peab 
Riksten 2 AB fusioneras med Bostadsrättsförening kan komma att ändras till ett upplägg där 
Bostadsrättsföreningen istället direkt förvärvar fastigheterna genom transportköp. 

På fastigheten planeras 54 bostadsrättslägenheter att byggas. Byggprojektet avses att genomföras med 

SHH Bostadsproduktion AB som totalentreprenör. Erforderliga försäkringar kommer tecknas för 

entreprenaden. Föreningen avser att hålla fastigheten fullvärdesförsäkrad. 

I det fall Föreningen skall ta ut förskott på insatser, kommer man att inhämta Bolagsverkets tillstånd för 

Föreningen att ta emot förskott. 
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B. BESKRIVNING AV FASTIGHETEN  

Beteckning: Södra underhållet 9 och Startbanan 1 

Kommun: Botkyrka 

Tomtareal: 10 638 kvm 

Detaljplan:  Laga kraft 2018-06-29 Akt 0127-P2018/5 

 

Byggnad 

Byggnadstyp: 6 flerbostadshus i 2 våningsplan 

Byggnadsår: 2020-2022 

Bostadsarea (BOA): 4 288 kvm, fördelade enligt lägenhetsredovisning 

Antal bostäder:  54 st 

Parkering: 54 st öppna parkeringar för uthyrning + 2 st besök/handikapps platser 

 

C. TIDPUNKT FÖR UPPLÅTELSE OCH INFLYTTNING 
Upplåtelse av bostadsrätterna beräknas ske från och med augusti 2021 och tillträde/inflyttning beräknas 

att ske från och med november 2021. 
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D. KOSTNADER FÖR FÖRENINGENS FASTIGHETSFÖRVÄRV 

    

  

Aktier, fastighet och entreprenader inkl. lagfart, mervärdesskatt,   

byggnadskreditiv och pantbrev 194 941 000 
  

Beräknad anskaffningskostnad 194 941 000 

    

 

E. PRELIMINÄRT BERÄKNAT TAXERINGSVÄRDE FÖR ÅR 2021 

    

  

Mark 12 800 000 

Byggnad 66 000 000 
    

Summa 78 800 000 
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F. PRELIMINÄR FINANSIERINGSPLAN 

 

  Belopp    Ränta Ränta Amortering Summa 

  kronor Kr/kvm procent kronor kronor kronor 

Föreningslån bostäder             

Bindningstid 90 dagar 15 436 800 3 600 2,50% 385 920 154 368 540 288 
              

Bindningstid 3 år 18 009 600 4 200 2,50% 450 240 180 096 630 336 
              

Bindningstid 5 år 18 009 600 4 200 2,50% 450 240 180 096 630 336 

Summa 51 456 000 12 000         

              

              

Insatser 143 485 000 33 462         

              

Summa finansiering år 1 194 941 000     1 286 400 514 560 1 800 960 

 

Villkoren för lånen är baserade på en bankoffert daterad 2020-08-31 med ett tillägg om ca 142 - 186 

baspunkter som säkerhetsmarginal, vilket motsvarar en snittränta på 2,5% och ett tillägg på 831 014 kr 

eller 194 kr/kvm BOA. Föreningen kan komma att dela upp och fördela lånen över andra bindningstider än 

de som anges ovan och räntesäkra fastighetslånet innan projektet är slutfört om villkoren inte avsevärt 

avviker från villkoren enligt ovan. 

Amortering sker med 1,0% per år. Ändras lånevillkoren påverkas räntekostnad och eventuell amortering i 

motsvarande grad. 

Säkerhet för banklånen utgörs av inteckning i Föreningens fastighet med pantbrev. 

I nedan tabell visas räntebetalningar baserat på bankofferten daterad 2020-08-31, exklusive räntemarginal. 

  Belopp    Ränta Ränta Amortering Summa 

  kronor Kr/kvm procent kronor kronor kronor 

Föreningslån bostäder             

Bindningstid 90 dagar 15 436 800 3 600 0,64% 98 796 154 368 253 164 
              

Bindningstid 3 år 18 009 600 4 200 0,90% 162 086 180 096 342 182 
              

Bindningstid 5 år 18 009 600 4 200 1,08% 194 504 180 096 374 600 

Summa 51 456 000 12 000         

              

              

Insatser 143 485 000 33 462         

              

Summa finansiering år 1 194 941 000     455 386 514 560 969 946 

 

 

 

 

ID
:6

d7
e7

a6
1-

ec
47

-1
1e

a-
b7

1e
-b

19
2d

8d
c7

b1
8

St
at

us
: S

ig
ne

ra
t a

v 
al

la



 
 

Kostnadskalkyl Brf Kaptenen i Riksten  

 
6 

  

G. BERÄKNING AV FÖRENINGENS LÖPANDE KOSTNADER OCH INTÄKTER 

LÖPANDE KOSTNADER OCH INTÄKTER           
            

Kostnader           
            

Kapitalkostnader     Kr/kvm Kr   

Räntekostnader     300 1 286 400   

Amortering     120 514 560   

Avskrivningar*     394 1 689 087   

Summa kapitalkostnader exkl avskrivningar     420 1 800 960   
            

Driftskostnader     Kr/kvm Kr   

Försäkringar     10 42 880   

Fastighetsförvaltning     20 85 760   

Tillsyn och skötsel     40 171 520   

Administration     20 85 760   

Vattenförbrukning     40 171 520   

Fastighetselförbrukning inkl tillskottsvärme     15 64 320   

Städning     16 68 608   

Sophämtning     8 34 304   

Snöröjning     12 51 456   

Reparationer     10 42 880   

TV grundutbud, bredband     31 132 192   

Styrelsearvoden     5 20 000   

Summa driftskostnader**     226 971 200   
            

SUMMA BERÄKNADE ÅRLIGA KOSTNADER, ÅR 1       2 772 160   

            

Avsättningar för fastighetsunderhåll           

Avsättning     40 171 520   
            

Sammanställning av utbetalningar och fond första året           

        Utbetalningar   

Räntekostnader       1 286 400   

Amorteringar       514 560   

Avsättning fond för yttre underhåll (avsättning för inre underhåll görs ej)   171 520   

Driftkostnader bostäder       971 200   

SUMMA KOSTNADER/UTBETALNINGAR       2 943 680   

            
* Avskrivningen är rak och beräknas på totalanskaffningskostnad minus köpeskilling mark fördelat på 100 år. Föreningens årsavgifter skall täcka löpande kostnader 
inklusive amorteringar och avsättningar. Denna kostnadskalkyl är en analys av föreningens likviditet under 16 år och tar inte hänsyn till det bokföringsmässiga 
resultatet.    

** Driftkostnaderna är beräknade efter normalförbrukning. Variationer förekommer liksom att det beräknade värdet för enstaka poster kan bli högre eller lägre. 
Driftkostnader som bostadsrättshavaren skall svara för och som inte ingår i årsavgiften är kostnad för hushållselsförbrukning, värmeförbrukning, eventuell 
biluppställningsplats och telefoni. Bredband och TV ingår i avgifter.    
            

Intäkter     Kr/kvm Kr   
            

Årsavgifter     634 2 716 880   

Parkering öppna (350 kr/p/mån)***       226 800   

Ränteintäkter       0   

SUMMA BERÄKNADE ÅRLIGA INTÄKTER, ÅR 1       2 943 680   

*** Intäkterna för parkering motsvarar 54 st öppna parkeringsplatser.            
            

Beräknade individuella driftkostnader (som inte ingår i avgift)   Kr/kvm Kr   

Värmeförbrukning     52 222 976   

Hushållselsförbrukning     54 231 552   

Summa driftskostnader     106 454 528   
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H. LÄGENHETSSAMMANSTÄLLNING 

            
Lgh Nr Vån Antal Yta Andels- Andels-  Avgift  Avgift Telia  Avgift   Insats  Kommentar 

    RoK Kvm tal tal Kr/år Kr/mån Tripleplay Kr/mån  Kr    

        årsavgift i % insats i % (ink ränte (ink ränte Kr/mån (ex ränte     

            marginal) marginal) (Ingår i avgift) marginal)     

                        

1 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Två uteplatser  

2 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  Två balkonger  

3 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  

4 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  Två balkonger  

5 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  

6 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  Två balkonger  

7 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Två uteplatser  

8 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  Två balkonger  

9 E 3 68 1,58582 1,79113 43 437 3 620 204 2 522 2 570 000  Två uteplatser  

10 2 3 68 1,58582 1,68659 43 437 3 620 204 2 522 2 420 000  Två balkonger  

11 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  

12 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  Två balkonger  

13 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  

14 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  Två balkonger  

15 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  

16 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  Två balkonger  

17 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Två uteplatser  

18 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  Två balkonger  

19 E 3 68 1,58582 1,77022 43 437 3 620 204 2 522 2 540 000  Två uteplatser  

20 2 3 68 1,58582 1,66568 43 437 3 620 204 2 522 2 390 000  En balkong  

21 E 3 68 1,58582 1,73537 43 437 3 620 204 2 522 2 490 000  Två uteplatser  

22 2 3 68 1,58582 1,63083 43 437 3 620 204 2 522 2 340 000  En balkong  

23 E 3 68 1,58582 1,73537 43 437 3 620 204 2 522 2 490 000  Två uteplatser  

24 2 3 68 1,58582 1,63083 43 437 3 620 204 2 522 2 340 000  En balkong  

25 E 3 68 1,58582 1,77022 43 437 3 620 204 2 522 2 540 000  Två uteplatser  

26 2 3 68 1,58582 1,66568 43 437 3 620 204 2 522 2 390 000  En balkong  

27 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Två uteplatser  

28 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  En balkong  

29 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  

30 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  En balkong  

31 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  

32 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  En balkong  

33 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  

34 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  En balkong  

35 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  

36 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  En balkong  

37 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Två uteplatser  

38 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  En balkong  

39 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Uteplats  

40 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  En balkong  

41 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Uteplats  

42 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  En balkong  

43 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Uteplats  

44 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  En balkong  

45 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Uteplats  
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46 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  En balkong  

47 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Uteplats  

48 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  En balkong  

49 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Uteplats  

50 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  En balkong  

51 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Uteplats  

52 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  En balkong  

53 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Uteplats  

54 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  En balkong  
                        

TOTAL     4 288 100,00000 100,00000 2 716 880 226 407   157 155 143 485 000   

 
Föreningens årliga driftkostnader fördelas på andelstal enligt stadgar. Insatserna är baserade på 

bostädernas läge. Eventuella mindre avvikelser i arean påverkar inte de fastställda insatserna. Kolumn 

med avgift ex räntemarginal anger vad avgiften skulle kunna vara om angiven ränta i bankoffert 

appliceras utan krav på räntemarginal. 

 

I. NYCKELTAL 

    

    

Anskaffningskostnad/kvm BOA 45 462 

Insats/kvm BOA 33 462 

Föreningslån/kvm BOA 12 000 

Driftkostnader/kvm BOA 226 

Årsavgift/kvm BOA 634 

Övriga intäkter/kvm BOA 53 

Resultat vid årets utgång/kvm BOA -234 

Avsättning underhållsfond/kvm BOA 40 

Amortering/kvm BOA 120 

Antal kvm boarea 4 288 

Antal kvm BTA 4 986 

Anskaffningskostnad/kvm BTA 39 097 
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J. EKONOMISK PROGNOS 

  ÅR 1 ÅR 2 ÅR 3 ÅR 4 ÅR 5 ÅR 6 ÅR 11 ÅR 16 

                  

Summa kostnader 2 943 680 2 953 670 2 964 118 2 975 032 2 986 421 2 998 295 3 065 289 3 249 806 

                  

Räntor, lån 1 286 400 1 273 536 1 260 672 1 247 808 1 234 944 1 222 080 1 157 760 1 093 440 

                  

Total amortering  514 560 514 560 514 560 514 560 514 560 514 560 514 560 514 560 

                  

Driftskostnader 971 200 990 624 1 010 436 1 030 645 1 051 258 1 072 283 1 183 887 1 307 107 

                  

Avsättning för underhåll 171 520 174 950 178 449 182 018 185 659 189 372 209 082 230 843 

                  

Ackumulerad avsättning 171 520 346 470 524 920 706 938 892 597 1 081 969 2 087 178 3 197 010 

                  

Avskrivningar* 1 689 087 1 689 087 1 689 087 1 689 087 1 689 087 1 689 087 1 689 087 1 689 087 

                  

Fastighetsavgift 0 0 0 0 0 0 0 103 855 

                  

Summa intäkter 2 943 680 2 953 670 2 964 118 2 975 032 2 986 421 2 998 295 3 065 289 3 249 806 

                  

Årsavgifter 2 716 880 2 722 334 2 728 155 2 734 350 2 740 925 2 747 890 2 788 821 2 944 563 

                  

Intäkter parkering 226 800 231 336 235 963 240 682 245 496 250 406 276 468 305 243 

                  

Ränteantagande, lån 1 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 

                  

Ränteantagande, lån 2 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 

                  

Ränteantagande, lån 3 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 

                  

Inflationsantagande 2,00% 2,00% 2,00% 2,00% 2,00% 2,00% 2,00% 2,00% 

                  

Bokföringsmässigt resultat -1 003 007 -999 577 -996 078 -992 509 -988 868 -985 155 -965 445 -943 684 

                  

Kassaflöde/likviditet** 171 520 346 470 524 920 706 938 892 597 1 081 969 2 087 178 3 197 010 

*Avskrivningar är inte underlag för årsavgifter och således inte med i summeringen av kapitalkostnader       

**Förutsatt att fond för yttre underhåll inte används     
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K. KÄNSLIGHETSANALYS 

                      

      År 1 År 2 År 3 År 4 År 5 År 6 År 11 År 16 

                      

                      

Genomsnittlig årsavgift per m² om:                   

                      

Antagen inflationsnivå (2%) och                   

                      

  Antagen räntenivå   634 635 636 638 639 641 650 687 

  Antagen räntenivå + 1% 1,0% 754 754 754 754 754 755 758 789 

  Antagen räntenivå + 2% 2,0% 874 872 871 870 870 869 866 891 

  Antagen räntenivå - 1% -1,0% 514 516 519 521 524 527 542 585 

                      

                      

Antagen räntenivå och                   

                      

  Antagen inflationsnivå (2%)   634 635 636 638 639 641 650 687 

   Antagen inflationsnivå + 1% 1% 634 637 641 644 648 653 677 736 

   Antagen inflationsnivå + 2% 2% 634 639 645 651 658 665 706 792 

   Antagen inflationsnivå - 1 % -1% 634 633 632 631 630 629 626 644 
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Stockholm, 01/09 - 2020 

 

Bostadsrättsföreningen Kaptenen i Riksten 

 

Undertecknat av firmatecknare (undertecknande sker elektroniskt) 

 

______________________  ______________________ 

Ann-Louise Gustafsson   Ida Amatiello 
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Intyg enligt Bostadsrättslagen 5 KAP 3 § 
 
På uppdrag av föreningen har undertecknad granskat kostnadskalkyl för 
Bostadsrättsföreningen Kaptenen i Riksten, 769631-7176. 
 
Kostnadskalkylen innehåller såväl kända som preliminära uppgifter vilka stämmer överens 
med handlingar som varit tillgängliga för oss. Dessa handlingar framgår av bilaga till intyget. 
 
De i kalkylen lämnade uppgifterna är således riktiga. 
 
Gjorda beräkningar baserade på såväl kända som preliminära uppgifter är vederhäftiga, 
varför vår bedömning är att kostnadskalkylen framstår som hållbar. 
 
På grund av den företagna granskningen anser vi att kostnadskalkylen vilar på tillförlitliga 
grunder.  
 
Vi har inte besökt fastigheten i samband med intygsgivningen. Vi bedömer att besök på 
fastigheten inte kan tillföra något av betydelse för vår granskning med beaktande av 
tillgängliga handlingar. 
 
Båda intygsgivarna har en ansvarsförsäkring. 
 
 
Stockholm 2020-09-01 
 
 
 
 
 
 
______________________________  ______________________________ 
Advokat Kjell Karlsson   Jur Kand Urban Wiman 

 

 
Undertecknande sker elektroniskt  
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Bilaga till granskningsintyg daterat 2020-09-01 för Bostadsrättsföreningen Kaptenen i 
Riksten org.nr. (769631-7176). 
 
 
Nedanstående handlingar har varit tillgängliga vid granskningen: 
 

1 Registreringsbevis: 

a. Brf Kaptenen i Riksten (2020-07-09), 

b. SHH Bostadsproduktion AB (2020-06-08),  

c. Peab Riksten 1 AB (2020-08-10), 

d. Peab Riksten 2 AB (2020-08-10), 

e. SHH Invest nr 30 AB (2019-08-14) 

2 Stadgar (2020-03-10) 

3 Fastighetsdatautdrag: 

a. Botkyrka Södra Underhållet 9 (2020-04-27) 

b. Botkyrka Startbanan 1 (2020-04-27) 

4 Aktieöverlåtelseavtal  

a. Peab Riksten 1 AB (2020-03-06)  

b. Peab Riksten 2 AB (2020-03-06) 

5 Offert långfristig finansiering (2020-08-31) 

6 Ritningar (2020-07-01) 

7 Offert entreprenadavtal (2020-08-19) 

8 Beräkning taxeringsvärde (odaterat) 

9 Lägenhetslista i Excel (odaterad) 
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A. ALLMÄNNA FÖRUTSÄTTNINGAR 


Bostadsrättsföreningen Kaptenen i Riksten (org.nr 769631-7176) som registrerats hos Bolagsverket 2016-


02-17 har till ändamål att främja medlemmarnas ekonomiska intressen genom att i föreningens hus upplåta 


bostäder för permanent boende och lokaler till nyttjande åt medlemmarna utan begräsning i tiden. En 


upplåtelse med bostadsrätt får endast avse hus eller del av hus. En upplåtelse får dock omfatta mark som 


ligger i anslutning till föreningens hus, om marken ska användas som komplement till nyttjandet av huset 


eller del av huset. En upplåtelse leder till att en medlem får en rätt till bostad eller lokal, kallad bostadsrätt. 


Medlem som innehar bostadsrätt kallas bostadsrättsinnehavare.  


I enlighet med vad som stadgas i 5 kap. 3 § bostadsrättslagen (1991:614) har styrelsen upprättat följande 


kostnadskalkyl för Föreningens verksamhet. Beräkning av Föreningens årliga kapital- och driftskostnader 


grundar sig på vid tiden för kalkylens upprättande (augusti 2020) kända förhållanden. 


Föreningen avser att bedriva sin verksamhet såsom ett äkta privatbostadsföretag (en så kallad äkta 


bostadsrättsförening). 


Föreningen har vid tidpunkten för upprättandet av denna kostnadskalkyl ännu inte erhållit bygglov för den 


planerade byggnationen.  


SHH Invest nr 30 AB (org.nr. 559034-3710) har tecknat aktieöverlåtelseavtal med Peab avseende aktierna 
i bolagen Peab Riksten 1 AB ( 559036-7354) och Peab Riksten 2 AB (559036-7461) som är civilrättsliga ägare 
och kommer bli lagfarna ägare till fastigheterna Södra underhållet 9 resp. Startbanan 1. Genom fusioner 
kommer Peab Riksten 1 AB och Peab Riksten 2 AB, och därmed indirekt fastigheterna, överföras till 
Bostadsrättsföreningen via ekonomiska föreningar när försäljningsgraden uppnått ca 60%. 
Bostadsrättsföreningen kommer därmed äga fastigheterna med lagfart efter genomförda fusioner. SHH 
kommer via SHH Invest nr 30 AB att förbinda sig att förvärva samtliga lägenheter som inte tecknats av 
annan köpare. Detta ska ske senast sex månader efter färdigställande och till insatskapital som fastställs i 
den av köparen antagna ekonomiska planen. Ovan beskrivna upplägg där Peab Riksten 1 AB och Peab 
Riksten 2 AB fusioneras med Bostadsrättsförening kan komma att ändras till ett upplägg där 
Bostadsrättsföreningen istället direkt förvärvar fastigheterna genom transportköp. 


På fastigheten planeras 54 bostadsrättslägenheter att byggas. Byggprojektet avses att genomföras med 


SHH Bostadsproduktion AB som totalentreprenör. Erforderliga försäkringar kommer tecknas för 


entreprenaden. Föreningen avser att hålla fastigheten fullvärdesförsäkrad. 


I det fall Föreningen skall ta ut förskott på insatser, kommer man att inhämta Bolagsverkets tillstånd för 


Föreningen att ta emot förskott. 
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B. BESKRIVNING AV FASTIGHETEN  


Beteckning: Södra underhållet 9 och Startbanan 1 


Kommun: Botkyrka 


Tomtareal: 10 638 kvm 


Detaljplan:  Laga kraft 2018-06-29 Akt 0127-P2018/5 


 


Byggnad 


Byggnadstyp: 6 flerbostadshus i 2 våningsplan 


Byggnadsår: 2020-2022 


Bostadsarea (BOA): 4 288 kvm, fördelade enligt lägenhetsredovisning 


Antal bostäder:  54 st 


Parkering: 54 st öppna parkeringar för uthyrning + 2 st besök/handikapps platser 


 


C. TIDPUNKT FÖR UPPLÅTELSE OCH INFLYTTNING 
Upplåtelse av bostadsrätterna beräknas ske från och med augusti 2021 och tillträde/inflyttning beräknas 


att ske från och med november 2021. 
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D. KOSTNADER FÖR FÖRENINGENS FASTIGHETSFÖRVÄRV 


    


  


Aktier, fastighet och entreprenader inkl. lagfart, mervärdesskatt,   


byggnadskreditiv och pantbrev 194 941 000 
  


Beräknad anskaffningskostnad 194 941 000 


    


 


E. PRELIMINÄRT BERÄKNAT TAXERINGSVÄRDE FÖR ÅR 2021 


    


  


Mark 12 800 000 


Byggnad 66 000 000 
    


Summa 78 800 000 
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F. PRELIMINÄR FINANSIERINGSPLAN 


 


  Belopp    Ränta Ränta Amortering Summa 


  kronor Kr/kvm procent kronor kronor kronor 


Föreningslån bostäder             


Bindningstid 90 dagar 15 436 800 3 600 2,50% 385 920 154 368 540 288 
              


Bindningstid 3 år 18 009 600 4 200 2,50% 450 240 180 096 630 336 
              


Bindningstid 5 år 18 009 600 4 200 2,50% 450 240 180 096 630 336 


Summa 51 456 000 12 000         


              


              


Insatser 143 485 000 33 462         


              


Summa finansiering år 1 194 941 000     1 286 400 514 560 1 800 960 


 


Villkoren för lånen är baserade på en bankoffert daterad 2020-08-31 med ett tillägg om ca 142 - 186 


baspunkter som säkerhetsmarginal, vilket motsvarar en snittränta på 2,5% och ett tillägg på 831 014 kr 


eller 194 kr/kvm BOA. Föreningen kan komma att dela upp och fördela lånen över andra bindningstider än 


de som anges ovan och räntesäkra fastighetslånet innan projektet är slutfört om villkoren inte avsevärt 


avviker från villkoren enligt ovan. 


Amortering sker med 1,0% per år. Ändras lånevillkoren påverkas räntekostnad och eventuell amortering i 


motsvarande grad. 


Säkerhet för banklånen utgörs av inteckning i Föreningens fastighet med pantbrev. 


I nedan tabell visas räntebetalningar baserat på bankofferten daterad 2020-08-31, exklusive räntemarginal. 


  Belopp    Ränta Ränta Amortering Summa 


  kronor Kr/kvm procent kronor kronor kronor 


Föreningslån bostäder             


Bindningstid 90 dagar 15 436 800 3 600 0,64% 98 796 154 368 253 164 
              


Bindningstid 3 år 18 009 600 4 200 0,90% 162 086 180 096 342 182 
              


Bindningstid 5 år 18 009 600 4 200 1,08% 194 504 180 096 374 600 


Summa 51 456 000 12 000         


              


              


Insatser 143 485 000 33 462         


              


Summa finansiering år 1 194 941 000     455 386 514 560 969 946 
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G. BERÄKNING AV FÖRENINGENS LÖPANDE KOSTNADER OCH INTÄKTER 


LÖPANDE KOSTNADER OCH INTÄKTER           
            


Kostnader           
            


Kapitalkostnader     Kr/kvm Kr   


Räntekostnader     300 1 286 400   


Amortering     120 514 560   


Avskrivningar*     394 1 689 087   


Summa kapitalkostnader exkl avskrivningar     420 1 800 960   
            


Driftskostnader     Kr/kvm Kr   


Försäkringar     10 42 880   


Fastighetsförvaltning     20 85 760   


Tillsyn och skötsel     40 171 520   


Administration     20 85 760   


Vattenförbrukning     40 171 520   


Fastighetselförbrukning inkl tillskottsvärme     15 64 320   


Städning     16 68 608   


Sophämtning     8 34 304   


Snöröjning     12 51 456   


Reparationer     10 42 880   


TV grundutbud, bredband     31 132 192   


Styrelsearvoden     5 20 000   


Summa driftskostnader**     226 971 200   
            


SUMMA BERÄKNADE ÅRLIGA KOSTNADER, ÅR 1       2 772 160   


            


Avsättningar för fastighetsunderhåll           


Avsättning     40 171 520   
            


Sammanställning av utbetalningar och fond första året           


        Utbetalningar   


Räntekostnader       1 286 400   


Amorteringar       514 560   


Avsättning fond för yttre underhåll (avsättning för inre underhåll görs ej)   171 520   


Driftkostnader bostäder       971 200   


SUMMA KOSTNADER/UTBETALNINGAR       2 943 680   


            
* Avskrivningen är rak och beräknas på totalanskaffningskostnad minus köpeskilling mark fördelat på 100 år. Föreningens årsavgifter skall täcka löpande kostnader 
inklusive amorteringar och avsättningar. Denna kostnadskalkyl är en analys av föreningens likviditet under 16 år och tar inte hänsyn till det bokföringsmässiga 
resultatet.    


** Driftkostnaderna är beräknade efter normalförbrukning. Variationer förekommer liksom att det beräknade värdet för enstaka poster kan bli högre eller lägre. 
Driftkostnader som bostadsrättshavaren skall svara för och som inte ingår i årsavgiften är kostnad för hushållselsförbrukning, värmeförbrukning, eventuell 
biluppställningsplats och telefoni. Bredband och TV ingår i avgifter.    
            


Intäkter     Kr/kvm Kr   
            


Årsavgifter     634 2 716 880   


Parkering öppna (350 kr/p/mån)***       226 800   


Ränteintäkter       0   


SUMMA BERÄKNADE ÅRLIGA INTÄKTER, ÅR 1       2 943 680   


*** Intäkterna för parkering motsvarar 54 st öppna parkeringsplatser.            
            


Beräknade individuella driftkostnader (som inte ingår i avgift)   Kr/kvm Kr   


Värmeförbrukning     52 222 976   


Hushållselsförbrukning     54 231 552   


Summa driftskostnader     106 454 528   
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H. LÄGENHETSSAMMANSTÄLLNING 


            
Lgh Nr Vån Antal Yta Andels- Andels-  Avgift  Avgift Telia  Avgift   Insats  Kommentar 


    RoK Kvm tal tal Kr/år Kr/mån Tripleplay Kr/mån  Kr    


        årsavgift i % insats i % (ink ränte (ink ränte Kr/mån (ex ränte     


            marginal) marginal) (Ingår i avgift) marginal)     


                        


1 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Två uteplatser  


2 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  Två balkonger  


3 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  


4 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  Två balkonger  


5 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  


6 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  Två balkonger  


7 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Två uteplatser  


8 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  Två balkonger  


9 E 3 68 1,58582 1,79113 43 437 3 620 204 2 522 2 570 000  Två uteplatser  


10 2 3 68 1,58582 1,68659 43 437 3 620 204 2 522 2 420 000  Två balkonger  


11 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  


12 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  Två balkonger  


13 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  


14 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  Två balkonger  


15 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  


16 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  Två balkonger  


17 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Två uteplatser  


18 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  Två balkonger  


19 E 3 68 1,58582 1,77022 43 437 3 620 204 2 522 2 540 000  Två uteplatser  


20 2 3 68 1,58582 1,66568 43 437 3 620 204 2 522 2 390 000  En balkong  


21 E 3 68 1,58582 1,73537 43 437 3 620 204 2 522 2 490 000  Två uteplatser  


22 2 3 68 1,58582 1,63083 43 437 3 620 204 2 522 2 340 000  En balkong  


23 E 3 68 1,58582 1,73537 43 437 3 620 204 2 522 2 490 000  Två uteplatser  


24 2 3 68 1,58582 1,63083 43 437 3 620 204 2 522 2 340 000  En balkong  


25 E 3 68 1,58582 1,77022 43 437 3 620 204 2 522 2 540 000  Två uteplatser  


26 2 3 68 1,58582 1,66568 43 437 3 620 204 2 522 2 390 000  En balkong  


27 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Två uteplatser  


28 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  En balkong  


29 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  


30 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  En balkong  


31 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  


32 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  En balkong  


33 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  


34 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  En balkong  


35 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Två uteplatser  


36 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  En balkong  


37 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Två uteplatser  


38 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  En balkong  


39 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Uteplats  


40 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  En balkong  


41 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Uteplats  


42 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  En balkong  


43 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Uteplats  


44 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  En balkong  


45 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Uteplats  
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46 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  En balkong  


47 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Uteplats  


48 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  En balkong  


49 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Uteplats  


50 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  En balkong  


51 E 4 82 1,91231 1,88870 51 875 4 323 204 2 999 2 710 000  Uteplats  


52 2 4 82 1,91231 1,81901 51 875 4 323 204 2 999 2 610 000  En balkong  


53 E 4 82 1,91231 1,98627 51 875 4 323 204 2 999 2 850 000  Uteplats  


54 2 4 82 1,91231 1,87128 51 875 4 323 204 2 999 2 685 000  En balkong  
                        


TOTAL     4 288 100,00000 100,00000 2 716 880 226 407   157 155 143 485 000   


 
Föreningens årliga driftkostnader fördelas på andelstal enligt stadgar. Insatserna är baserade på 


bostädernas läge. Eventuella mindre avvikelser i arean påverkar inte de fastställda insatserna. Kolumn 


med avgift ex räntemarginal anger vad avgiften skulle kunna vara om angiven ränta i bankoffert 


appliceras utan krav på räntemarginal. 


 


I. NYCKELTAL 


    


    


Anskaffningskostnad/kvm BOA 45 462 


Insats/kvm BOA 33 462 


Föreningslån/kvm BOA 12 000 


Driftkostnader/kvm BOA 226 


Årsavgift/kvm BOA 634 


Övriga intäkter/kvm BOA 53 


Resultat vid årets utgång/kvm BOA -234 


Avsättning underhållsfond/kvm BOA 40 


Amortering/kvm BOA 120 


Antal kvm boarea 4 288 


Antal kvm BTA 4 986 


Anskaffningskostnad/kvm BTA 39 097 
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J. EKONOMISK PROGNOS 


  ÅR 1 ÅR 2 ÅR 3 ÅR 4 ÅR 5 ÅR 6 ÅR 11 ÅR 16 


                  


Summa kostnader 2 943 680 2 953 670 2 964 118 2 975 032 2 986 421 2 998 295 3 065 289 3 249 806 


                  


Räntor, lån 1 286 400 1 273 536 1 260 672 1 247 808 1 234 944 1 222 080 1 157 760 1 093 440 


                  


Total amortering  514 560 514 560 514 560 514 560 514 560 514 560 514 560 514 560 


                  


Driftskostnader 971 200 990 624 1 010 436 1 030 645 1 051 258 1 072 283 1 183 887 1 307 107 


                  


Avsättning för underhåll 171 520 174 950 178 449 182 018 185 659 189 372 209 082 230 843 


                  


Ackumulerad avsättning 171 520 346 470 524 920 706 938 892 597 1 081 969 2 087 178 3 197 010 


                  


Avskrivningar* 1 689 087 1 689 087 1 689 087 1 689 087 1 689 087 1 689 087 1 689 087 1 689 087 


                  


Fastighetsavgift 0 0 0 0 0 0 0 103 855 


                  


Summa intäkter 2 943 680 2 953 670 2 964 118 2 975 032 2 986 421 2 998 295 3 065 289 3 249 806 


                  


Årsavgifter 2 716 880 2 722 334 2 728 155 2 734 350 2 740 925 2 747 890 2 788 821 2 944 563 


                  


Intäkter parkering 226 800 231 336 235 963 240 682 245 496 250 406 276 468 305 243 


                  


Ränteantagande, lån 1 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 


                  


Ränteantagande, lån 2 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 


                  


Ränteantagande, lån 3 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 2,50% 


                  


Inflationsantagande 2,00% 2,00% 2,00% 2,00% 2,00% 2,00% 2,00% 2,00% 


                  


Bokföringsmässigt resultat -1 003 007 -999 577 -996 078 -992 509 -988 868 -985 155 -965 445 -943 684 


                  


Kassaflöde/likviditet** 171 520 346 470 524 920 706 938 892 597 1 081 969 2 087 178 3 197 010 


*Avskrivningar är inte underlag för årsavgifter och således inte med i summeringen av kapitalkostnader       


**Förutsatt att fond för yttre underhåll inte används     
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K. KÄNSLIGHETSANALYS 


                      


      År 1 År 2 År 3 År 4 År 5 År 6 År 11 År 16 


                      


                      


Genomsnittlig årsavgift per m² om:                   


                      


Antagen inflationsnivå (2%) och                   


                      


  Antagen räntenivå   634 635 636 638 639 641 650 687 


  Antagen räntenivå + 1% 1,0% 754 754 754 754 754 755 758 789 


  Antagen räntenivå + 2% 2,0% 874 872 871 870 870 869 866 891 


  Antagen räntenivå - 1% -1,0% 514 516 519 521 524 527 542 585 


                      


                      


Antagen räntenivå och                   


                      


  Antagen inflationsnivå (2%)   634 635 636 638 639 641 650 687 


   Antagen inflationsnivå + 1% 1% 634 637 641 644 648 653 677 736 


   Antagen inflationsnivå + 2% 2% 634 639 645 651 658 665 706 792 


   Antagen inflationsnivå - 1 % -1% 634 633 632 631 630 629 626 644 
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Stockholm, 01/09 - 2020 


 


Bostadsrättsföreningen Kaptenen i Riksten 


 


Undertecknat av firmatecknare (undertecknande sker elektroniskt) 


 


______________________  ______________________ 


Ann-Louise Gustafsson   Ida Amatiello 
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Intyg enligt Bostadsrättslagen 5 KAP 3 § 
 
På uppdrag av föreningen har undertecknad granskat kostnadskalkyl för 
Bostadsrättsföreningen Kaptenen i Riksten, 769631-7176. 
 
Kostnadskalkylen innehåller såväl kända som preliminära uppgifter vilka stämmer överens 
med handlingar som varit tillgängliga för oss. Dessa handlingar framgår av bilaga till intyget. 
 
De i kalkylen lämnade uppgifterna är således riktiga. 
 
Gjorda beräkningar baserade på såväl kända som preliminära uppgifter är vederhäftiga, 
varför vår bedömning är att kostnadskalkylen framstår som hållbar. 
 
På grund av den företagna granskningen anser vi att kostnadskalkylen vilar på tillförlitliga 
grunder.  
 
Vi har inte besökt fastigheten i samband med intygsgivningen. Vi bedömer att besök på 
fastigheten inte kan tillföra något av betydelse för vår granskning med beaktande av 
tillgängliga handlingar. 
 
Båda intygsgivarna har en ansvarsförsäkring. 
 
 
Stockholm 2020-09-01 
 
 
 
 
 
 
______________________________  ______________________________ 
Advokat Kjell Karlsson   Jur Kand Urban Wiman 


 


 
Undertecknande sker elektroniskt  
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Bilaga till granskningsintyg daterat 2020-09-01 för Bostadsrättsföreningen Kaptenen i 
Riksten org.nr. (769631-7176). 
 
 
Nedanstående handlingar har varit tillgängliga vid granskningen: 
 


1 Registreringsbevis: 


a. Brf Kaptenen i Riksten (2020-07-09), 


b. SHH Bostadsproduktion AB (2020-06-08),  


c. Peab Riksten 1 AB (2020-08-10), 


d. Peab Riksten 2 AB (2020-08-10), 


e. SHH Invest nr 30 AB (2019-08-14) 


2 Stadgar (2020-03-10) 


3 Fastighetsdatautdrag: 


a. Botkyrka Södra Underhållet 9 (2020-04-27) 


b. Botkyrka Startbanan 1 (2020-04-27) 


4 Aktieöverlåtelseavtal  


a. Peab Riksten 1 AB (2020-03-06)  


b. Peab Riksten 2 AB (2020-03-06) 


5 Offert långfristig finansiering (2020-08-31) 


6 Ritningar (2020-07-01) 


7 Offert entreprenadavtal (2020-08-19) 


8 Beräkning taxeringsvärde (odaterat) 


9 Lägenhetslista i Excel (odaterad) 


 





		A. Allmänna förutsättningar

		B. Beskrivning av fastigheten

		C. Tidpunkt för upplåtelse och inflyttning

		D. Kostnader för föreningens fastighetsförvärv

		E. Preliminärt beräknat taxeringsvärde för år 2021

		F. Preliminär finansieringsplan

		G. Beräkning av föreningens löpande kostnader och intäkter

		H. Lägenhetssammanställning

		I. Nyckeltal

		J. Ekonomisk prognos

		K. Känslighetsanalys




[ {
  "agreementId" : "6d7e7a61-ec47-11ea-b71e-b192d8dc7b18",
  "agreementName" : "Kostnadskalkyl Brf Kaptenen",
  "agreementVersion" : "1.12",
  "agreementFiles" : [ {
    "fileName" : "Kostnadskalkyl BRF Kaptenen i Riksten 200831.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "543605",
    "fileHash" : "f036e0c5f8ac6f0ba73b0e96171d260869d1b18dfcb988319c82bbeba92d8baa",
    "fileId" : "7db31430-ec48-11ea-ab33-5b975e600715"
  } ],
  "signees" : [ {
    "personName" : "Ann-Louise Gustafsson",
    "country" : "SE",
    "orgName" : "SHH Bostad AB",
    "personSurname" : "Gustafsson",
    "orgNr" : "5590071824",
    "personGivenName" : "Ann-Louise",
    "email" : "alg@shhbostad.se"
  }, {
    "personName" : "Ida Amatiello",
    "country" : "SE",
    "orgName" : "SHH Bostad AB",
    "personSurname" : "Amatiello",
    "orgNr" : "5590071824",
    "personGivenName" : "Ida",
    "email" : "ia@shhbostad.se"
  }, {
    "personName" : "Urban Wiman",
    "personSurname" : "Wiman",
    "personGivenName" : "Urban",
    "email" : "wiman@juristwiman.se"
  }, {
    "personName" : "Kjell Karlsson",
    "personSurname" : "Karlsson",
    "personGivenName" : "Kjell",
    "email" : "kjell.karlsson@advokatdelta.se"
  } ],
  "time" : "2020-09-01T13:48:12.000+0200",
  "type" : "company_web",
  "user" : {
    "personName" : "Ann-Louise Gustafsson",
    "orgName" : "SHH Bostad AB",
    "ipAddress" : "94.234.44.59",
    "orgNr" : "5590071824",
    "email" : "alg@shhbostad.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "03c6f640-ec49-11ea-94a1-a1ab6993c46e"
}, {
  "id" : "1b63bb30-ec49-11ea-94a1-a1ab6993c46e",
  "time" : "2020-09-01T13:48:52.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "alg@shhbostad.se"
  }, {
    "email" : "ia@shhbostad.se"
  } ]
}, {
  "id" : "346407c0-ec49-11ea-b71e-b192d8dc7b18",
  "time" : "2020-09-01T13:49:34.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.234.44.59"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ann-Louise Gustafsson",
    "country" : "SE",
    "orgName" : "SHH Bostad AB",
    "personSurname" : "Gustafsson",
    "orgNr" : "5590071824",
    "personGivenName" : "Ann-Louise",
    "email" : "alg@shhbostad.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Ann-Louise Gustafsson",
    "country" : "SE",
    "orgName" : "SHH Bostad AB",
    "personSurname" : "Gustafsson",
    "orgNr" : "5590071824",
    "personGivenName" : "Ann-Louise",
    "email" : "alg@shhbostad.se"
  },
  "signingMetadata" : {
    "personNr" : "196908088906",
    "personSurname" : "GUSTAFSSON",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "personGivenName" : "ANN-LOUISE",
    "transactionId" : "ec1a1cf92fd33e0b",
    "startDate" : "2020-09-01T11:49:37.692+0000"
  },
  "time" : "2020-09-01T13:49:59.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.234.44.59"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "438970f0-ec49-11ea-b71e-b192d8dc7b18"
}, {
  "id" : "43c0fbb0-ec49-11ea-b71e-b192d8dc7b18",
  "time" : "2020-09-01T13:50:00.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ia@shhbostad.se"
  } ]
}, {
  "id" : "5abdfe30-ec49-11ea-a660-0538d1463334",
  "time" : "2020-09-01T13:50:38.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.234.46.174"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ida Amatiello",
    "country" : "SE",
    "orgName" : "SHH Bostad AB",
    "personSurname" : "Amatiello",
    "orgNr" : "5590071824",
    "personGivenName" : "Ida",
    "email" : "ia@shhbostad.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Ida Amatiello",
    "country" : "SE",
    "orgName" : "SHH Bostad AB",
    "personSurname" : "Amatiello",
    "orgNr" : "5590071824",
    "personGivenName" : "Ida",
    "email" : "ia@shhbostad.se"
  },
  "signingMetadata" : {
    "personNr" : "197701100385",
    "personSurname" : "AMATIELLO BRAMBECK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "personGivenName" : "IDA",
    "transactionId" : "9050dfc1ab5f7be9",
    "startDate" : "2020-09-01T11:50:47.814+0000"
  },
  "time" : "2020-09-01T13:51:02.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.234.46.174"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "68abf8d0-ec49-11ea-b71e-b192d8dc7b18"
}, {
  "id" : "696843f0-ec49-11ea-b71e-b192d8dc7b18",
  "time" : "2020-09-01T13:51:03.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "alg@shhbostad.se"
  } ]
}, {
  "id" : "6968e030-ec49-11ea-b71e-b192d8dc7b18",
  "time" : "2020-09-01T13:51:03.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "wiman@juristwiman.se"
  }, {
    "email" : "kjell.karlsson@advokatdelta.se"
  } ]
}, {
  "id" : "a93f7f20-ec49-11ea-b71e-b192d8dc7b18",
  "time" : "2020-09-01T13:52:50.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "151.236.200.163"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Kjell Karlsson",
    "personSurname" : "Karlsson",
    "personGivenName" : "Kjell",
    "email" : "kjell.karlsson@advokatdelta.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Kjell Karlsson",
    "personSurname" : "Karlsson",
    "personGivenName" : "Kjell",
    "email" : "kjell.karlsson@advokatdelta.se"
  },
  "signingMetadata" : {
    "personNr" : "196103300197",
    "personSurname" : "Karlsson",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "personGivenName" : "Kjell",
    "startDate" : "2020-09-01T11:54:06.607+0000",
    "transactionId" : "fb2018339329ded3"
  },
  "time" : "2020-09-01T13:54:39.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "151.236.200.163"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "ea488390-ec49-11ea-b71e-b192d8dc7b18"
}, {
  "id" : "eaa06790-ec49-11ea-b71e-b192d8dc7b18",
  "time" : "2020-09-01T13:54:40.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "wiman@juristwiman.se"
  }, {
    "email" : "alg@shhbostad.se"
  }, {
    "email" : "ia@shhbostad.se"
  } ]
}, {
  "id" : "af5ae880-ec54-11ea-94a1-a1ab6993c46e",
  "time" : "2020-09-01T15:11:45.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.205.51.51"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Urban Wiman",
    "personSurname" : "Wiman",
    "personGivenName" : "Urban",
    "email" : "wiman@juristwiman.se"
  }
}, {
  "id" : "64470fb0-ec57-11ea-b71e-b192d8dc7b18",
  "time" : "2020-09-01T15:31:07.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.205.51.51"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Urban Wiman",
    "personSurname" : "Wiman",
    "personGivenName" : "Urban",
    "email" : "wiman@juristwiman.se"
  }
}, {
  "id" : "645344b0-ec57-11ea-b71e-b192d8dc7b18",
  "time" : "2020-09-01T15:31:07.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.205.51.51"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Urban Wiman",
    "personSurname" : "Wiman",
    "personGivenName" : "Urban",
    "email" : "wiman@juristwiman.se"
  }
}, {
  "id" : "ce46a2e0-ec61-11ea-a660-0538d1463334",
  "time" : "2020-09-01T16:45:40.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.205.51.51"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Urban Wiman",
    "personSurname" : "Wiman",
    "personGivenName" : "Urban",
    "email" : "wiman@juristwiman.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Urban Wiman",
    "personSurname" : "Wiman",
    "personGivenName" : "Urban",
    "email" : "wiman@juristwiman.se"
  },
  "signingMetadata" : {
    "personNr" : "195005197651",
    "personSurname" : "WIMAN",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "personGivenName" : "URBAN",
    "startDate" : "2020-09-01T14:47:08.905+0000",
    "transactionId" : "82b5d4179a2dc63c"
  },
  "time" : "2020-09-01T16:47:52.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.205.51.51"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "1cc8e720-ec62-11ea-94a1-a1ab6993c46e"
} ]
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2020-09-01 13:51 Signerat | Ida Amatiello, SHH Bostad AB


Genomfört med: BankID av IDA AMATIELLO BRAMBECK. IP: 94.234.46.174


2020-09-01 13:54 Signerat | Kjell Karlsson


Genomfört med: BankID av Kjell Karlsson, 196103300197. IP: 151.236.200.163


2020-09-01 16:47 Signerat | Urban Wiman


Genomfört med: BankID av URBAN WIMAN, 195005197651. IP: 185.205.51.51


Verifikat utfärdat av Egreement AB


Detta verifikat bekräftar vilka parter som har signerat och innehåller relevant information för att verifiera parternas identitet samt


relevanta händelser i anslutning till signering. Till detta finns separata datafiler bifogade, dessa innehåller kompletterande information av
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Purpose
This document gives an introduction to the collection of reference documentation added to each


agreement signed using Egreement’s service. In case of agreement disputes, this documents and its


referrals should be used as a handbook on how to verify agreements.


Overview
Agreement and workflow basics are introduced in this document in order to be able to understand the


reference documentation.


Glossary


Term Description


Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.


Agreement Creator User who creates the initial agreement and add
contracting parties.


API Application Programming interface


Audit Log The log of events associated with each agreement.


CMS Cryptographic Message Syntax


Container The file which holds the agreement including all
metadata such as audit log, documentation,
verification, Etc.


Contracting Party User who is to sign an agreement.


Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com


EID Electronic identity such as a certificate or online
identity of some kind.


Hash A cryptographic hash, see Signing


JSON JavaScript Object Notation


NTP Network Time Protocol


OCSP Online Certificate Status Protocol


PKCS Public Key Cryptography Standards
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Term Description


PKI Public Key Infrastructure


PDF Portable Document Format from Adobe Systems


Signee When a contracting party has signed an
agreement, the party becomes a signee.


TBS To Be Signed. A textual representation of an
agreement.


Verification Page(s) appended to the end of the visible part of
the agreement, summarizing agreement
information, including a timeline.


XML Extensible Markup Language


Agreement Basics
An agreement has a number of artifacts that together form an agreement:


Figure 1. Agreement content


• Agreement name chosen by Agreement Creator.


• Agreement ID automatically generated by Egreement’s system.


• Files of different formats, such as text or images, that form the contractual part of the agreement.


• Audit log, created by the Egreement system, keeping records of all major events that have taken
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place in the process of concluding the agreement.


• Reference documentation on how Egreement manages agreement creation, signing and conclusion.


This very document is the introduction and first part of the reference documentation.


Version Properties
The following properties apply for the current version of the agreement implementation:


• Agreement File hash algorithm: SHA-256


• Agreement File hash encoding: Hex string


• Reference documents:


◦ Overview


◦ Container Format


◦ Signing


◦ Validation


Workflow
The Egreement workflow contains a number of stages.


1. Create agreement - Start


2. Add agreement files - Upload attachments


3. Add contracting parties - Add people who are to sign the agreement


4. Signature creation - All contracting parties sign the agreement


5. Download - Agreement can be downloaded (optional)


Agreement Creation


When an agreement is to be created, the user chooses a name for the agreement and an ID is


automatically generated.


Agreement Files


An agreement file is a part of the agreement. The file can be of any format. If the file format can be


presented by the Egreement software, a visual representation will be shown to the contracting parties.
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Contracting Parties


After the agreement has been set up, all contracting parties who should sign the agreement are added.


Signature Creation


The user should always sign the complete agreement including all attached files. Metadata which will


serve as proof of user consent to the agreement will be automatically added by the system, making the


agreement tamper proof and self-contained. Each signee can choose from a set of signature methods.


The actual signature creation is handled differently depending on signing method.


In the signature workflow, a number of signees can individually sign the same agreement. The


aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing


is described in detail in Signing.


After the last signee has signed, the agreement will be concluded and therefore the process and


agreement files will be closed.


Download


It is possible to download an agreement from the system to store it offline. The downloaded agreement


is tamper proof, as all parts of the agreement, including main file, attachments and all other artifacts,


are tied to every individual signee. Since this downloaded agreement is more than just a document, it


is referred to as a Container.


Egreement currently supports PDF as container-format which is described more in detail in Container


Format.


Logging


All actions associated with the agreement are stored in the audit log.


Dispute
In case of dispute about a signed agreement where the different signees disagree, the Validation


document describes the process how to verify the agreement’s validty.


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet https://www.nkom.no/teknisk/elektronisk-
signatur/elektronisk-signatur/kva-er-seid-
prosjektet/_attachment/1533?_ts=14110f4ee1a


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate


agreements concluded through the Egreement application. The document describes the content,


structure and semantics of the agreement container, required to understand in order to evaluate


agreements or settle possible disputes.


Overview
An agreement in the Egreement sense is not just a single document. Instead, an agreement is a


collection of different information artifacts concerning an agreement made between one or more


contracting parties. Artifacts can be the text on which agreement parties are to agree, individual


parties’ acceptance statements, or records of the events associated with the conclusion of the


agreement. In order to store this information in a secure and self-contained manner, a Container is


needed. The container is simply a file storing all the information needed in a structured and well-


defined way.


Generic Container Structure
The container includes the following artifact types:


• Agreement File - One or more documents, or other types of files (such as images), either uploaded


by the agreement creator or provided by the Egreement application, that togehter constitute the


agreement.


• Audit Log - A log, created by the Egreement system, with recordings of all major events that have


taken place in the process of concluding the agreement.


• Reference Documentation - Documentation how Egreement manages agreement creation, signing


and closing.


• Verification - An agreement summary, including a listing of included agreement files, signees and


an extract of the audit log.


PDF Container


The container format used by Egreement is PDF. All of the listed artifact types are stored as so called


attachments in the PDF container. The reason for adding agreement artifacts as attachments is that


this makes it possible to provide traceability throughout the complete signing process. In order for a


reader to easily be able to view the contents of the agreement, a selection of the attachments is


"mirrored" to the main (visible) part of the PDF.
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Figure 1. Container Overview



Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is


recommended to use the official Adobe Acrobat Reader to view Egreement PDF


containers.


Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also


note that the description field holds the artifact type of the attachment.


Figure 2. PDF Attachments
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How to Validate


The container is a valid PDF agreement if it holds the artifacts defined above.


Container Content


Agreement File


Artifact type: Agreement file


Agreement files are the parts of the agreement which the agreement creator uploads or selects to be


included. These could be documents, forms, images or virtually any type of file. Furthermore,


agreement files can be divided into two categories, agreement files possible to visualize and non-


possible to visualize.


Agreement Files Possible to Visualize


Files possible to visualize, are added as attachments to the container just as all other artifact types, but


they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view


the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,


image-type files and text files.


Agreement Files Non-Possible to Visualize


Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,


though it is represented with name, size and hash of the file. These file types are typically technically


hard or impossible to create a visual representation of, e.g. a sound file or a video file.


How to Validate


To understand what has been agreed and to establish if there is a dispute or if the disagreement


between the contracting parties is actually covered by the agreement, please read and understand the


actual content of the agreement.


Audit Log


Artifact type: Audit log


The audit log attachment is a well-defined, JSON formatted, document presenting all the important


events that have occurred from when the agreement was created until the agreement was closed.


Refer to the "Workflow" chapter in Overview for more details.


The following audit log entry types are defined:
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• Agreement Created


• Agreement Viewed


• Agreement Signed


• Agreement Rejected


• Agreement ExpireOn Changed


• Message Sent


The different log entry types are described in detail below.


Common Structures


All log entry types share common information that is included in every log entry logged.


Table 1. Common Attributes


Parameter name Parameter value example Description


time 2016-03-21T10:03:28.010+0000 Time when the entry was logged
as yyyy-MM-dd’T’HH:mm:ss.SSSZ.


id 540431 (or 1e8f69a4-07c1-11e8-
ba89-0ed5f89f718b)


An ID of this particular event
(can either be a numeric long
value or Time based UUID).


eventClass agreement_created Name of the type, as listed
below.


eventId 10 Each type includes a set of IDs.
See respective log entry type
description for details.


userInfo See UserInfo Information about a user.


UserInfo


The UserInfo structure holds information about the user triggering an event, users being contracting


parties of an agreement as well as other users. Note that only a subset of the parameters is included,


depending on the situation where the UserInfo structure is used.


Table 2. UserInfo


Parameter name Parameter value example Description


ipAddress 212.94.55.131 The IP address of the user.


email john@example.org The user’s email address.


personNr 19550505-1234 The user’s Swedish personal
identity number.
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Parameter name Parameter value example Description


personName John Smith The first and last name of the
user.


personGivenName John The first name of the user.


personSurname Smith The last name of the user.


orgNr 551234-1234 The organization number of the
organization on behalf of which
the user is operating.


orgName Acme AB The organization name of the
organization on behalf of which
the user is operating.


AgreementFileInfo


The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the


user. See Agreement File.


Table 3. AgreementFileInfo


Parameter name Parameter value example Description


fileId 6572354654 (or 75928ba0-2369-
11e8-b467-0ed5f89f718b)


The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).


fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.


fileMimetype application/pdf The agreement file mime type.


fileSize 42253 The size, in bytes, of the
agreement file.


fileHash 3d7c514b…66b786a4 The hash of the agreement file,
encoded as a hex string.


How to Validate


See Validation how to validate the entire audit log.


Agreement Created


This event is logged when the agreement is created. This is always the first log entry for each


agreement, i.e. no events can take place before this event has occurred.


• EventClass: agreement_created
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• EventId:


◦ 10: When a private user creates an agreement using the web application.


◦ 11: When a company user creates an agreement using the web application.


◦ 12: Agreement created using the API.


Table 4. Agreement Created Specific Information


Parameter name Parameter value example Description


agreementName MyEmployeeAgreement User specified name of the
agreement.


agreementId 12345678901234 (or 75928ba0-
2369-11e8-b467-0ed5f89f718b)


System generated ID of the
agreement(can either be a
numeric long value or Time
based UUID).


agreementVersion 1.11 Version of the agreement
container format.


agreementLocale sv_SE Locale of the agreement
container.


signees List of UserInfo A listing of the signees defined
as parties in the agreement.


agreementFiles List of AgreementFileInfo A listing of the agreement files
included in the agreement.


How to Validate


Validating this audit entry requires a number of steps all documented below.


EventTypeId Validation


Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.


Table 5. EventType effect on UserInfo


Type How to validate UserInfo


10 orgNr and orgName must not be set


11 personNr, orgNr and orgName must be set


12 orgNr and orgName must be set


Agreement Metadata


All metadata parameters must be validated according to table below.


Table 6. Agreement Created Metadata Verification
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Parameter name How to validate


agreementName Must be present


agreementId Must be present


agreementVersion Must be less than or equal to 1.12


agreementLocale If present, Must be a valid locale and container
verification page must be in this language


signees See Signees Validation


agreementFiles See Agreement File Validation


Agreement File Validation


Validate that all Agreement File are the correct ones, that they are included, and that there are no


additional files than the ones listed in the audit log.


Audit Log


Check all agreement files in this audit entry and verify that they all exist in the container. Do this by


identifying the attachment by the ID and name stated in the audit entry.


Attachments


Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and


make sure that they are all listed in the create agreement audit entry.


Check Hashsums


For each agreement file, compute the hash and check that the hash in the audit entry is correct.


Signees Validation


Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees


is equal to the number of Agreement Signed entries.


Agreement Viewed


This event is logged every time an agreement is viewed or downloaded.


• EventClass: agreement_viewed


• EventId:


◦ 20: When a user views an agreement using the web application.


◦ 21: When a user views an agreement using a mail link.


◦ 22: When a user views an agreement by downloading it using the web application.


◦ 23: When a user views an agreement using a mail link that is protected using two-factor


authentication.
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Agreement Viewed Specific Information


None


How to Validate


Check that time of entry is after Agreement Created.


Agreement Signed


This event is logged every time a user signs an agreement.


• EventClass: agreement_signed


• EventId:


◦ 30: When a user signs the agreement, not being the last signee.


◦ 31: When a user signs the agreement as the last signee.


◦ 32: When a user tries to sign the agreement but signing fails.


Table 7. Agreement Signed Specific Information


Parameter name Parameter value example Description


signeeInfo See UserInfo Information about the signee.


signMetadata See SignMetadata Signing metadata produced in
the signing process.


Table 8. SignMetadata


Parameter name Parameter value example Description


signatureMethod bankid The ID of the signing method
used.


signature PD94bWwgdm…duYXR1cmU+ The signature encoded as
Base64. The underlying format
depends on the signature
method used.


ocspResponse MIIEXgoBAK…jks3yrAUvE The OCSP response message
encoded as Base64. This
parameter is only included for
some signing methods.


How to Validate


Check that time of entry is after Agreement Created.
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EventType Validation


Table 9. EventType effect on validation


Type How to act


30 Verify as described below.


31 Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.


TBS Validation


In case of an advanced signature method, re-create TBS according to Signing. The TBS algorithm


requires a number of inputs that should be recovered from Agreement Created.


For non advanced signature methods, TBS validation is not applicable.


Signature Validation


Fetch the signature method pointed out by SigningMethod and verify the signature according to the


corresponding chapter in Signing


Signee Validation


The output from the Signature Validation should be validated according to table below.


Output type How to validate


Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.


User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.


TBS or hash of TBS If TBS validation applies, check that TBS or hash
of TBS matches the re-created TBS from TBS
Validation


Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.


Agreement Rejected


This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.


• EventClass: agreement_rejected


• EventId:
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◦ 40: Agreement rejected by user.


◦ 41: Agreement auto-rejected due to validity timeout.


◦ 42: Agreement withdrawn by agreement creator.


Agreement Rejected Specific Information


None


How to Validate


If one of these audit entries are found, the agreement is not a valid agreement.


Agreement ExpireOn Changed


This event is logged when the agreement expiry date is changed.


• EventClass: agreement_expire_on_changed


• EventId:


◦ 80: Agreement expiry date changed by user.


Table 10. Agreement ExpireOn Changed Specific Information


Parameter name Parameter value example Description


agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000 Time when agreement was
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


agreementExpireOn 2016-03-31T10:03:28.010+0000 Time when agreement is
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


How to Validate


Check that time of entry is after Agreement Created.


Message Sent


A message is logged each time the system sends a mail to parties involved in the agreement.


• EventClass: message_sent


• EventId:


◦ 50: Message sent due to event IDs: 10-12


◦ 51: Message sent due to event ID: 30.


◦ 52: Message sent due to event ID: 31.


◦ 53: Message sent due to event ID: 40.
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◦ 54: Message sent due to event ID: 41.


◦ 55: Message sent when agreement is shared.


◦ 56: Message sent when agreement sharing is cancelled.


◦ 57: Message sent when agreement validity is about to expire.


◦ 58: Message sent as a reminder of agreement creation.


◦ 60: Message sent due to event ID: 20-23.


Table 11. Message Sent Specific Information


Parameter name Parameter value example Description


sentTo List of UserInfo A listing of the users to whom
the message is sent.


How to Validate


Check that time of entry is after Agreement Created.


Format


The audit log is included in the container as a JSON-formatted file.


Audit log example


[ {
  "agreementId" : "160400034502",
  "agreementName" : "Package patent",
  "agreementVersion" : "1.11",
  "agreementLocale": "sv_SE",
  "agreementFiles" : [ {
    "fileSize" : "722085",
    "fileId" : "4081",
    "fileHash" : "01e70b3f3d48df504f19a912e171df2f2533a2a8bf73d052c004e27bf64671a0",
    "fileMimetype" : "application/pdf",
    "fileName" : "patent.pdf"
  }, {
    "fileSize" : "180269",
    "fileId" : "4082",
    "fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
    "fileMimetype" : "image/png",
    "fileName" : "fig1.png"
  } ],
  "signees" : [ {
    "personNr" : "191111112222",
    "personName" : "Alice A"
  }, {
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    "personNr" : "193333334444",
    "personName" : "Bob B"
  } ],
  "id" : 778333,
  "time" : "2016-04-26T16:39:30.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_created",
  "eventId" : 10
}, {
  "id" : 778334,
  "time" : "2016-04-26T16:39:31.000+0000",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "sentTo" : [ {
    "email" : "alice.a@eavtal.se",
    "personName" : "Alice A"
  } ]
}, {
  "signingMethod" : "bankid",
  "signeeInfo" : {
    "personSurname" : "B",
    "personNr" : "193333334444",
    "personGivenName" : "Bob",
    "personName" : "Bob B"
  },
  "signingMetadata" : {
    "ocspResponse" : "MII...z5Q==",
    "startDate" : "2016-04-26T16:39:32.000+0000",
    "signatureMethod" : "bankid",
    "signature" : "PD9...cmU+"
  },
  "id" : 778335,
  "time" : "2016-04-26T16:39:43.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_signed",
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  "eventId" : 30
} ]


Reference Documentation


Artifact type: Reference documentation


Included in the container is also the reference documentation which documents the container format,


overview and details about signing and validation, Etc.


Table 12. Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet https://www.nkom.no/teknisk/elektronisk-
signatur/elektronisk-signatur/kva-er-seid-
prosjektet/_attachment/1533?_ts=14110f4ee1a


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630


Verification


Artifact type: Verification


The verification page is included as an attachment in the container, and is also mirrored to the visible


part of the container PDF. The purpose of the verification is to provide the reader with a summary of


the content of the agreement, in combination with important events that have occurred during the


agreement creation and signing process. An overview of the contents of the verification is given below.


Basic Information


Includes the most basic, and always present, information of the agreement. See Agreement Created for


more details.


13



https://www.nkom.no/teknisk/elektronisk-signatur/elektronisk-signatur/kva-er-seid-prosjektet/_attachment/1533?_ts=14110f4ee1a

https://www.nkom.no/teknisk/elektronisk-signatur/elektronisk-signatur/kva-er-seid-prosjektet/_attachment/1533?_ts=14110f4ee1a

https://www.nkom.no/teknisk/elektronisk-signatur/elektronisk-signatur/kva-er-seid-prosjektet/_attachment/1533?_ts=14110f4ee1a

https://www.ietf.org/rfc/rfc2630





• Agreement ID


• Agreement name


• Agreement version


• Creation date


Agreement Files


Lists the different files that the agreement includes. This is primarily the documents uploaded by the


user, which include agreement text and other data. See AgreementFileInfo for more details.


Each agreement file is listed with the following properties:


• Agreement file ID


• Agreement file name


• Agreement file mime type


• Agreement file size


• Agreement file hash


Signees


Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed


with the following properties:


• Signee person number ID


• Signee name


• Signee sign date


Audit Log Extract


The verification ends with a summarizing extract from the audit log. It includes the most important


events and information from the audit log, whereas audit information that is of secondary importance


is filtered out.


Change Log


Agreement Version : 1.1


• Date of Change : 2017-02-28


• Logs


◦ Representation of agreement parts which are not possible to visualize are to include last
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modified date along with the existing information (Name, Size, Hash).


◦ Layout is also changed to display the additional information vertically.


◦ Agreement File section of Verification page to include last modified date & time.


◦ ToBeSigned (TBS) text is separated into two types(visible & hidden).


Agreement Version : 1.2


• Date of Change : 2017-03-15


• Logs


◦ File Title is included in non visible agreement parts.


◦ Removed file Hash information from Attest Page and included file title


Agreement Version : 1.3


• Date of Change : 2017-06-21


• Logs


◦ New Signature Methods EMail signature & Email signature with OneTimePassword introduced


Agreement Version : 1.4


• Date of Change : 2018-02-01


• Logs


◦ Audit Events are allowed to have id as Long (number) or UUID


◦ New Signature Method Click signature introduced


Agreement Version : 1.5


• Date of Change : 2018-05-31


• Logs


◦ Norwegian BankID is introduced


Agreement Version : 1.6


• Date of Change : 2018-07-31


• Logs


◦ More information about signature added on attest page
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Agreement Version : 1.7


• Date of Change : 2019-01-16


• Logs


◦ Draw signature image added on attest page


Agreement Version : 1.8


• Date of Change : 2019-02-01


• Logs


◦ Message Sent for viewed event added in auditlog.json


Agreement Version : 1.9


• Date of Change : 2019-04-04


• Logs


◦ Agreement locale added for agreement created event in auditlog.json


Agreement Version : 1.10


• Date of Change : 2019-05-16


• Logs


◦ Enable rendering of txt files on visual part of the PDF.


Agreement Version : 1.11


• Date of Change : 2019-05-14


• Logs


◦ Agreement expire on changed event added in auditlog.json


Agreement Version : 1.12


• Date of Change : 2020-04-20


• Logs


◦ Localized signing method display text on attest page & in auditlog.json


16







Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet https://www.nkom.no/teknisk/elektronisk-
signatur/elektronisk-signatur/kva-er-seid-
prosjektet/_attachment/1533?_ts=14110f4ee1a


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
The purpose of this document is to provide deep knowledge of the signature process making it possible


to verify the signatures of agreements signed using the Egreement service.


Overview
This document describes how Egreement handles the signature process, including all steps from how


to produce signature texts to make all agreement files tamper proof, to how each Electronic ID (EID)


provider implements its signatures.


System
For the agreement signatures to be trustworthy, it is important that a stable and high-quality system


protects the signing process.


All parts providing evidence for the signature, such as hardware, operating system and software, have


to be trusted.


Hardware


Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center


with high availability requirements, used by large banks and e-commerce companies.


Software


For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to


show when certain events occur and are an important evidence when validating an agreement.


The platform synchronizes its time over the standardized Network Time Protocol (NTP).


Electronic Signatures
An electronic signature is any electronic means that indicates either that a person adopts the contents


of an electronic message, or more broadly that the person who claims to have written a message is the


one who wrote it. Examples of electronic signatures are:


• Draw Signature - A handwritten signature drawn on a digital canvas.


• API Signature - A signature created by consuming the web service exposed by Egreement AB.


• SMS Signature - A signature created by responding to an SMS with context specific content.


• Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based
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email service.


• Click Signature - A signature created by personalized link.


• Cryptographic Signature - A signature created using a cryptographic key.


Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:


• is uniquely tied to the signatory,


• makes it possible to identify the signatory,


• is created using material only controlled by the signatory and


• is tied to the signed data in such way that any changes can be detected.


Electronic signatures based on PKI, such as the Swedish BankID, Norwegian BankID and Telia EID


solutions, provide advanced electronic signatures.


Cryptography
Cryptography is a central part of many signature solutions, for example to provide tamper-proof


agreement files.


The following chapters introduce some concepts needed to understand cryptography based signatures.


Cryptographic Hash Functions


A cryptographic hash function is any function that can be used to map data of arbitrary size to data of


fixed size where it is practically impossible to find two pieces of input that produces the same hash


value. It is a one way transformation that produces the same result every time. The result is called a


hash and since it is a one way function, it is not possible to re-create the input behind a hash.


Examples on hash functions are:


• SHA.2


• RIPEMD


• Whirlpool


Asymmetric Encryption


In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric


encryption. The difference between them is that the symmetric encryption uses one single key for both


encryption and decryption, while asymmetric uses one key for encryption and another for decryption.


The fact that there are two keys can also be used for creating signatures and serves as a base for many


types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure


(PKI).
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Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only


key that can decrypt the crypto text is the other key belonging to the pair. One key is private and


should not be shared with anyone, the other is public and is used to verify signatures created with the


private key.


Examples on asymmetric keys are:


• RSA


• DSA


Digital Signatures


When signing using asymmetric keys, the signature result is called a raw signature and is just a binary


blob of a specific size, without any information at all. In order for the signature to be used in a


distributed environment, there is a need to add information on who signed the blob, what was signed


and so on.


The combination of metadata and the raw signature is called a digital signature. Some information is


optional:


• Signature time


• X.509 Signature Certificate


• X.509 CA Certificates (who issued the X.509 Signature Certificate)


• Signature text (TBS)


• Hash algorithms used


• Signature algorithm used


• The raw signature


Examples on digital signature formats are:


• CadES/CMS/PKCS#7


• XAdES


Signing
To sign an agreement a number of actions need to be executed:


• Create text representation of agreement


• Create digital signature


3







Create text representation


For advanced electronic signatures, where the agreement contents is logically tied to the created


signature, the text needs to be prepared in order to suit the signing method used. The textual


representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text


that is to be digitally signed. For the whole agreement to be tamper proof, the agreement metadata


with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.


It is not possible to sign the actual agreements, since there is a risk that the agreement files are too


large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and


create a representation of it.


For non advanced signatures, where the agreement contents is not directly tied to the signature, the


above preparation is normally not needed.


Digital signature clients allow us to send two different types of TBS. They are:


• Visible TBS


• Hidden TBS


Visible TBS


TBS text that is exposed to the signatories by the digital signature clients. General information about


the Agreement is supplied to digital signature clients as a visible TBS.


Format


I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016


Hidden TBS


TBS text that is hidden from the signatories by the digital signature clients. Agreement content is


reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients


as a hidden TBS.


Format
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----------
Content:


"Contract"
1103 b497 984e 433c 38d4 f4ef f775 33ad 0cef 8c07 9995 5b37 7c8e e4df 66f7 de73


"Codes of conduct"
2cf9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acc5 ebbb 5134 c7a4 90f2
----------


Create Digital Signature


For advanced electronic signatures, the cryptographic signature is created by applying the private key


from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset


is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods


describes all methods supported.


For non advanced signatures, signature creation will vary depending on the method.


Signature Methods
Currently, the following signing methods are supported:


• Swedish BankID (advanced electronic signature)


• Norwegian BankID (advanced electronic signature)


• Telia EID (advanced electronic signature)


• Draw Signature


• API Signature


• SMS Signature


• Email Signature with OneTimePassword


• Click Signature


These are described in detail below.


Swedish BankID


Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is


owned by a number of large swedish banks.


It is a PKI based solution with support for filebased tokens as well as smart cards, supported on a


number of platforms for desktop and mobile.
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Signature format


The BankID client produces an XML Digital Signature as specified in BankID Signature profile.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - In the form of a Swedish personal identity number.


• personSurname - Surname in capital letters.


• personGivenName - Given name in capital letters.


• startDate - Date when signing was started.


• signatureMethod - Will be bankid or bankid-otherunit.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


How to validate


Validate the signature according to BankID Signature profile.


Output from validation to provide to Signee Validation in Container Format is:


• User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the


signature.


• Hashed TBS.


• TBS Hash algorithm.


Norwegian BankID


Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.


It is a PKI based solution that uses a one time password in combination with a personal password,


supported on a number of platforms for desktop and mobile.


Signature format


The BankID client produces an XML Digital Signature as specified in SEID-Prosjektet.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - In the form of a Norwegian personal identity number, when available.
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• name - Surname and Given name with initial capital letter.


• startDate - Date when signing was started.


• signatureMethod - Will be bankid-no or bankid-no-mobile.


• transactionId - Transaction ID from backend system.


• signature - Evidence, base64 encoded.


How to validate


The signature can be verified on https://www.bankid.no/en/private/solve-my-bankid-problem/read-


signed-documents/


• Base64 encoded TBS.


• TBS RS256 algorithm


Telia


Telia is the largest telephone operator in Sweden. One of the Telia offerings is the Telias electronic ID


service.


Telia’s solution is PKI based, issuing both filebased and smart card EIDs and targeting both private


users and organizations. As an example, the EIDs provided on the Swedish Tax Agency ID cards are


issued by Telia.


Signature format


The Telia client produces PKCS#7/CMS signatures as specified in Cryptographic Message Syntax. The


top structure type is a PKCS #7 signedData (1.2.840.113549.1.7.2) and always contains exactly one (1)


SignerInfo entry in signerInfos. The following signed attributes are included in the SignerInfo


signedAttrs:


Table 1. Signed Attributes


Attribute Name Attribute Value


1.2.840.113549.1.9.3 (PKCS #9 contentType) 1.2.840.113549.1.7.1 (PKCS #7 data)


1.2.840.113549.1.9.5 (PKCS #9 signingTime) Time of signing


1.2.840.113549.1.9.4 (PKCS #9 messageDigest) Hash of the content


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.
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• personSurname - Surname


• personGivenName - Given name


• startDate - Date when signing was started.


• signatureMethod - Will be telia.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7


signature.


• Hashed TBS


• Hash algorithm


Draw Signature


The draw signature signing method is an electronic counterpart to traditional handwritten signatures.


Using draw signature, the end user draws a signature on a web canvas. The signing method is not


classified as an advanced electronic signature in that it does not tie the user to the contents signed and


does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic


signatures are not required.


Signature format


The signature is represented as a SVG/PNG image.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be draw-signature.


• signature - The SVG or PNG image, base64 encoded.
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• signatureContentType - The content type of signature eg. image/svg, image/png.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. Also, as the case of traditional handwritten signatures where


there are no formal requirements placed, ocular comparison does not add to trustworthiness.


API Signature


The API Signature is an electronic signature which is done by consuming the web service exposed by


Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web


service. Using this method, user can also send the timestamp of actual time when the sign event took


place. This signing method is not classified as an advanced electronic signature in that it does not tie


the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in


use cases where advanced electronic signatures are not required.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be api-signature.


• signedOn - Time at which the agreement was actually signed (stated by user)


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature.


SMS Signature


SMS Signature is an electronic signature created by responding to an SMS with context specific


content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered


mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP


Number is generated by TOTP algorithm by hashing the current time along with the agreement


information. OTP can be regenerated and verified by the same logic provided the given time &


agreement information are same.
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Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be sms-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, mobile, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + mobile + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Email Signature with OneTimePassword


Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)


based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to


the registered email address of the signee. The Signee has to submit the OTP in order to sign the


agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with


the agreement information. OTP can be regenerated and verified by the same logic, provided the given


time & agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:
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• email - Email address of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be email-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, email, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + email + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Click Signature


Click signature is an electronic signature created by using a personalized link. The personalized link


can be shared by email or directly in an integrated application. When the signee visits the link, it will


take him to the agreement review page where he can click the sign button to sign the agreement.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• signatureMethod - Will be click-signature.


How to validate


Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
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to keep the link secret.


Reference documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet https://www.nkom.no/teknisk/elektronisk-
signatur/elektronisk-signatur/kva-er-seid-
prosjektet/_attachment/1533?_ts=14110f4ee1a


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630


12



https://www.nkom.no/teknisk/elektronisk-signatur/elektronisk-signatur/kva-er-seid-prosjektet/_attachment/1533?_ts=14110f4ee1a

https://www.nkom.no/teknisk/elektronisk-signatur/elektronisk-signatur/kva-er-seid-prosjektet/_attachment/1533?_ts=14110f4ee1a

https://www.nkom.no/teknisk/elektronisk-signatur/elektronisk-signatur/kva-er-seid-prosjektet/_attachment/1533?_ts=14110f4ee1a

https://www.ietf.org/rfc/rfc2630



		Signing

		Table of Contents

		Purpose

		Overview

		System

		Hardware

		Software



		Electronic Signatures

		Cryptography

		Cryptographic Hash Functions

		Asymmetric Encryption

		Digital Signatures



		Signing

		Create text representation

		Visible TBS

		Format



		Hidden TBS

		Format





		Create Digital Signature



		Signature Methods

		Swedish BankID

		Signature format

		Audit log

		How to validate



		Norwegian BankID

		Signature format

		Audit log

		How to validate



		Telia

		Signature format

		Audit log

		How to validate



		Draw Signature

		Signature format

		Audit log

		How to validate



		API Signature

		Audit log

		How to validate



		SMS Signature

		Audit log

		How to validate



		Email Signature with OneTimePassword

		Audit log

		How to validate



		Click Signature

		Audit log

		How to validate





		Reference documentation






Validation
Egreement AB


Version 3.0.93, 2020-05-08







Table of Contents
Purpose . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


Container Validation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


Agreement Content . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


Retracing Signature Steps. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


Audit Log Validation Process . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1


References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  2







Purpose
Agreements might need validation in case of disputes where one or more contracting parties renounce


that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s


service is self-contained, tamper proof and legally binding, validating the agreement can be enough to


settle legal disputes. This document describes all the steps needed to validate the agreement.


Overview
Validating an agreement is quite a complicated process requiring technical skills or software. The


agreement is stored as a PDF container where any proof of the validity of the agreement is contained


inside the actual container. The process spans from controlling the actual agreement content to


validating the Public Key Infrastructure (PKI) signature status.


The parts that should be validated and covered by this and other references documents are:


• Container validation


• Agreement content


• Retracing signature steps


Container Validation
Verify that the container is an agreement PDF container. See the "Container Content" chapter in


Container Format.


Agreement Content
Read and validate all parts of the agreement attached to the container. See "PDF Container" Container


Format how to locate all files of the agreement.


Retracing Signature Steps
The audit log is a list of entries holding all actions associated with the agreement, from creating the


agreement to the last signee signing the agreement. The list is sorted by the time each action was


logged.


Audit Log Validation Process


Validate each audit entry in the log according to the "How to validate" section of each specific audit


entry type chapter. The audit entry types are described in detail in Container Format, where each
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entry type is described in a separate chapter.


If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is


considered invalid.


If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is


important to establish if the agreement is considered invalid because someone has tampered with it, or


if there are errors in the tools or in the documentation?


References


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet https://www.nkom.no/teknisk/elektronisk-
signatur/elektronisk-signatur/kva-er-seid-
prosjektet/_attachment/1533?_ts=14110f4ee1a


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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